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Android Memory Analysis

* Acquisition — LIME
* LKM that can dump an image of physical memory over
TCP or to disk

* Developed by me starting in 2011
* http://code.google.com/p/lime-forensics

e Kernel Level Analysis

 Volatility support added in 2012
* Most of the hard work was done by Andrew Case
| contributed and rewrote the ARM address space

* You’'ve heard me talk about this stuff before
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Dalvik Analysis

* Dalvik is the Android Runtime for Userland Apps

 Basically Google’s Custom JVM
e That’s Why Oracle Sued Them

* Android Applications Each Have Their Own Instance of
a DVM

* Kernel Level Analysis

* Running Processes
Network Connections
Loaded Kernel Modules

Dump Process Heap
e String and Grep

Not Optimal for Analyzing Userland Malware
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Dalvik Analysis

* 504ENSICS Labs Awarded Research Grant in Late
2012
 DARPA Cyber Fast Track Program -- RIP :~(
* Application-Level Memory Forensics for Dalvik

* Added Volatility Support for Parsing Objects & Instances
from DVM
* Created a GUI Application (Dalvik Inspector)
* Easy Analysis of Android Apps
* Search and Filter Class Names and Fields
* Automatically Generate Simple Volatility Plugins
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How it works from 10,00

* Locate Dalvik in Memory
libdvm.so

Linux C Shared Library

Loaded into Every Dalvik Process

By performing analysis of its data structures in memory,
we can recreate the entire state of an application at the

time of the memory capture
Can access this with existing Volatility functionality
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How it works from 10,00

* Finding Loaded Classes

* DvmGlobals gDvm
* Global variable inside of libdvm.so
* Declared in vm/init.c of source

 Hold the members that are needed to located classes in
memory

* Enumerate the loadedClasses member
* Type is HashTable
* Elements are of type ClassObject
e Static and Instance Fields & Methods
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How it works from 10,00HE

* Parsing Fields

* ClassObject
* int sfieldCount
» StaticField sfields
* int ifieldCount
 InstField ifields
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How it works from 10,00

struct StaticField {

Field field; /* MUST be first item */
JValue value; /* initially set from DEX for primitives */
}i
struct Field { Signature Type
ClassObject* clazz; .
const char* name; L Object
const char* signature; 7 Boolean
ué accessFlags;
}: C Char
typedef union JValue { F Float
ul zi D Double
sl b;
u?2 c; B Byte
s2 Si S Short
s4 i;
s8 i; 1 Integer
float f;
J Long
double d;
void* 1; L Void (Pointer)
} JValue;
[ Array

struct InstField {
Field field; L
int  byteOffset; Offset of JValue for specific instance

Relative to the ClassObject struct
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How it works from 10,00ﬁi

 Strings, Arrays, Lists, Objects, etc
* Slightly more complicated to parse
* Not terribly difficult
* I'm probably already running low on time though...
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The Process

* Infect Device or Emulator

* Dump Memory with LIME

* Run Volatility Plugin to Generate SQLiteDB
* Analyze DB in Dalvik Inspector
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|

Dalvik Inspector =ik

r My

4 google.services 4 || Home |
b
I [Lcom.android.org.bouncycastle.asnl
* el : SAYENSICS
I [Ljava.lang.annotation
I [Lorg.apache.harmony.security.utils
> android
> android.accounts

X o Dalvik Inspector Starting Page
I android.animation
> android.app
I android.app.backup < Open Database
P> android.appwidget
P> android.bluetooth 3 Close Database

> android.content

> android.content.pm
android.content.res < Create New P]ugin
android.database
android.database.sqlite
android.ddm < Exit
android.debug

android.drm

android.emoji

android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware

> android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location

android.media
android.media.videoeditor

android.mtp

android.net

android.net.http A%

© 2013 - 504ENSICS, LLC

Filter Clear
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Dalvik Inspector

com.android.org.bouncycastle jcajce.providerasymme... | a3rgp 40EA3F18 41198633 44F3C208 [ I 41198638 44F3C2D0 44F3C208 41198638 (B El
> com.android.org.bouncycastle.jcajce.provider.config ]

com.android.org.bouncycastle,jcajce.provider.digest
> com.android.org.bouncycastle.jcajce.provider.symmetric CIass
com.android.org.bouncycastle,jcajce.providersymmet...
> com.android.org.bouncycastle.jcajce.provider.util Name com.google.services.PhoneService
com.android.org.bouncycastle,jce.interfaces

> com.android.org.bouncycastle,jce.provider Address  0x40EA3E60

com.android.org.bouncycastle.util
com.android.org.bouncycastle.util.encoders Static Variables
com.android.org.bouncycastle.util.io
com.android.org.bouncycastlex509
com.android.server
com.google.android.collect Boolean Flag
> com.google.android.gles_jni - SendInfo send 1092191760
com.google.services
BookPageFactory
PageWidget
4 PhoneService
4 Instances
0x40EA3EG0
owoEAGFTS Instance Variables
0x41198638
0x44F3C208 Type Na_me Vﬁe
0x44F3C26C
0x44F3C298

Type Name Value

m

a

String nativenumber  phone

0x44F3C200 String hostname http://64.78.161.133
AMF3C10 Tmerias UERES 1002105300
0x44F3C348 Timer mTimer 1092192160
0x44F3C380 Boolean linkFlag r

0x44F3C3B8 Long delay 60000

0x44F3C3F0 Long period 60000
0x44F3C428 b

Filter Clear
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C&C Address

r Y
com.android.org.bouncycastlejce.p.. m SendInfo || 41198610 [

> com.android.org.bouncycastle.util
com.android.org.bouncycastle.util.e...
com.android.org.bouncycastle.utilio CIass
com.android.org.bouncycastlex509
com.android.server Name com.google.services.SendInfo
com.google.android.collect
com.google.android.gles_jni Address  0x41198550
com.google.services . R
BookPageFactory Static Variables
PageWidget
PhoneService
PhoneServiceS1 Type R Nahue

ScreenReceiver il SendInfo test 1092191760
SendInfo
4 Instances
0x41198550
0x411985F0
|0x41198610 m
0x44F400E8
0x44F40168
0x44F401A0
0x44F401D8
0x44F40218
0x44F40250
0x44F40288 Type Name Value
0x44F402C0 String contact
b turntest String location
b turntestS1 | string urlstr http://64.78.161.133/android.php |
I dalvik.system String other
I java.beans String sms
v Javaio Boolean okFlag

[ AR

LY

m

Instance Variables

b javalang
b java.lang.annotation
I java.lang.ref
b java.lang.reflect 2

Filter
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Plugin Creation

r hl

4 google.services 4| | Home | NewPlugin 3 |

>

I [Lcom.android.org.bouncycastle.asnl Plugin Detais

b [Ljavalang =| | Plugin Name New Plugin|
I [Ljava.lang.annotation Plugin Description

I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugn As

I android.app.backup Class Detals
P> android.appwidget
b android.bluetooth Class [ ']

android.content Class Filter

android.content.pm
android.content.res
android.database
android.database.sqlite
android.ddm

android.debug

android.drm

android.emoji
android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware

> android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location
android.media
android.media.videoeditor
android.mtp

android.net

android.net.http A%

Column Name Field

PO

Filter Clear [ Create Plugin
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Plugin Creation

r hl

4 google.services 4| | Home | NewPlugin 3 |

>

I [Lcom.android.org.bouncycastle.asnl Plugin Detais

b [Ljava.lang =| | Plugin Name Chuli

I [Ljava.lang.annotation Plugin Description Recovers the command and control server from the Chuli malware.
I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugin As C:/Usersfjoe. S04ENSICS Desktop/chuli-malware.py

I android.app.backup Class Detals
P> android.appwidget
b android.bluetooth Class [ ']

android.content Class Filter

android.content.pm
android.content.res
android.database
android.database.sqlite
android.ddm

android.debug

android.drm

android.emoji
android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware

> android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location
android.media
android.media.videoeditor
android.mtp

android.net

android.net.http A%

Column Name Field

PO

Filter Clear [ Create Plugin
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Plugin Creation

,

4 google.services +| | Home | New Plugin [E3 |

3 B

I [Lcom.android.org.bouncycastle.asnl Phugin Detais

b [Ljava.lang =| | Plugin Name Chuli

I [Ljava.lang.annotation Plugin Description Recovers the command and control server from the Chuli malware.
I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugin As C:/Users/fjoe. S04ENSICS Desktop/chuli-malware.py

> id.app.
android.app.backup Class Details
P> android.appwidget
I android.bluetooth Class
N id. § -
andro!d content Class Filter Landroid.app.LoaderManagerImpl \j
b android.content.pm Landroid.content.res. StringBlock
I android.content.res Column Landroid.content.res.XmiBlock
N . Landroid.database.sqlite. SQLiteConnectionPool $AcquiredConnectionStatus
I android.database ; P
. y Landroid.graphics.Bitmap$Config
> android.database.sqlite Landroid.graphics.Canvas$EdgeType
> android.ddm Landroid.graphics.Interpolator $Result
> android.debug ta"gm?g-g'aﬁ?cs-yéb‘t"s‘ﬁﬁ‘mﬁt i
> android.drm android.graphics.Paint$Align
b android.emoji
1> android.graphics

android.graphics.drawable
android.graphics.drawable.shapes
android.hardware
android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location

android.media
android.media.videoeditor
android.mtp

android.net

android.net.http A%

PO

Filter
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Plugin Creation

r hl

4 google.services 4| | Home | NewPlugin 3 |

>

I [Lcom.android.org.bouncycastle.asnl Plugin Detais

b [Ljava.lang =| | Plugin Name Chuli

I [Ljava.lang.annotation Plugin Description Recovers the command and control server from the Chuli malware.
I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugin As C:/Usersfjoe. S04ENSICS Desktop/chuli-malware.py

I android.app.backup PrR———
I android.appwidget | .
> android.bluetooth Cass [com.google.services.BookPageFactory

=)
android.content Class Filter ' services| Clear

android.content.pm
android.content.res
android.database
android.database.sqlite
android.ddm

android.debug

android.drm

android.emoji
android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware

> android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location
android.media
android.media.videoeditor
android.mtp

android.net

android.net.http A%

Column Name Field

PO

Filter Clear [ Create Plugin
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Plugin Creation

,

4 google.services +| | Home | New Plugin [E3 |

> B

I [Lcom.android.org.bouncycastle.asnl Phugin Detais

b [Ljava.lang =| | Plugin Name Chuli

I [Ljava.lang.annotation Plugin Description Recovers the command and control server from the Chuli malware.
I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugin As C:/Users/fjoe. S04ENSICS Desktop/chuli-malware.py

> id.app.

andro!d app. b?ckup PrR———
I android.appwidget i
> android.bluetooth Class €om.goog '-5- actory =
I android.content Class Filter |COM-google.services.BookPageFactory

com.google.services.PageWidget
com.google.services.PhoneService
com.google.services.PhoneService$1
com.google.services.ScreenReceiver
com.google.services.SendInfo
com.google.services. turntest
com.google.services. turntest$1

android.content.pm
android.content.res
android.database
android.database.sqlite
android.ddm

android.debug

android.drm

android.emoji
android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware
android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location
android.media
android.media.videoeditor
android.mtp

android.net

android.net.http A%

PO

Filter
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Plugin Creation

_
| Add Plugin Field [ERR)

Column Name CCUrl
Field contact >
) - contact
Field Filter location
okFlag
I other
sms
\————— test =
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Plugin Creation

r hl

4 google.services 4| | Home | NewPlugin 3 |

>

I [Lcom.android.org.bouncycastle.asnl Plugin Detais

b [Ljava.lang =| | Plugin Name Chuli

I [Ljava.lang.annotation Plugin Description Recovers the command and control server from the Chuli malware.
I [Lorg.apache.harmony.security.utils

I android

> android.accounts
android.animation

android.app Save Plugin As C:/Usersfjoe. S04ENSICS Desktop/chuli-malware.py

I android.app.backup PrR———
I android.appwidget .
b android.bluetooth Cass [com.google.services.Sendinfo -]

android.content Class Filter  services

android.content.pm
android.content.res
android.database
android.database.sqlite 1 ccud urlstr
android.ddm

android.debug

android.drm

android.emoji

android.graphics
android.graphics.drawable
android.graphics.drawable.shapes
android.hardware

> android.hardware.display
android.hardware.input
android.hardware.usb
android.inputmethodservice
android.location

android.media
android.media.videoeditor

android.mtp

android.net

android.net.http A%

Column Name Field

HEOE

Filter Clear [ Create Plugin
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Plugin Creation

.
[ CUsers\joe SO4ENSICS\Desktop\chuli-malware.py - Notepad-++

File Edit Search View Encoding Language Settings Macro Run Plugins Window 2 X ||
BB ZLAl4ab|oeian BB 1EDCENEGE Y

[=] chulimalware py ml

2 # Volatility |
3 #

4 # This program is free software; you can redistribute it and/or modify

5 # it under the terms of the GNU General Public License as published by

6 # the Free Software Foundation; either version 2 of the License, or (at

7 # your option) any later version.

8 #

2 # This program is distributed in the hope that it will be useful, but

10 # WITHOUT ANY WARRANTY; without even the implied warranty of

11 # MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

12 # General Public License for more details.

13 #

14 # You should have received a copy of the GNU General Public License

15 # along with this program; if not, write to the Free Software

16 # Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

import volatility.plugins.linux.common as linux_ common

19 import volatility.plugins.dalvik.db_common as db_common
20
21 class chuli (linux_common.AbstractLinuxCommand) :
22 i > S
23
24 = t__(self, config, *args, **kwargs):
25 linux_common.AbstractLlinuxCommand.__init__ (self, config, *args, **kwargs)
26 config.add_option(’ __PATH', short_option = 'b', default = None, help = 'Database of parsed ', action = 'store', type = 'str')
27 F config.add_option('APP_PID', short_option = 'a',6 default = None, help = 'PID of app', action = '
28
29 ©H def calculate(self):
30 linux common.set_plugin members (self)
31
32 self.db_ops = db_common.db_operations(self._config.DATABASE_PATH, self._config.APP_PID)
33
34 r yield self.db_ops.get_records("L r" tr",1)
35
36 [ def render text(self, outfd, data):
37 self.table header (outfd, [("Zpp
38
39
40 for record in data:
41 for ( a0,) in record:
42 self.table_row (outfd, self.db ops.app_name, self.db_ops.app_pid, a0,)
Python file length:2033 lines: 42 Ln:42 Col:91 Sel:0|0 Dos\Windows ANSIas UTF-8 INS
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Plugin Creation

www.504ensics.com



SAHENSILCS

Open Research Problems

e Portable LIME LKM

* Requires Kernel headers and recompiling for each kernel

* Profile Generation

e Kernel
* Kernel Headers
* Exact Config
* System.map

 libdvm.so
* Work in progress

e Radare Library
* Solution?
* Combination of static and dynamic analysis
* Locate symbols
* Infer config for “key” structures
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Questions?

* Dalvik Inspector will be released soon™

 Email for access to closed Beta
e joe@504Labs.com
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