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Malware in the Windows GUI
Subsystem



The GUI Subsystem

* Everything you see (desktops, windows,
buttons, scroll bars, edit boxes, etc)

* Everything you do can and will be used
against you (keyboard input, mouse
movements, window arrangements)



Where is it implemented

Executive GUI

SSDT

SSDT



Relative eomplexity?

$ python vol.py —-f grrcon.img ssdt

Volatile Systems Volatility Framework 2.1 alpha
[%*86] Gathering all referenced SSDTs from KTHREADs...

Finding
SSDT[O0]
Entry
Entry
Entry
Entry
Entry
[snip]
SSDT[1]
Entry
Entry
Entry
Entry
Entry
Entry

[snip]

appropriate address space for tables...
at 804e26a8 with|284 entries

0x0000:
0x0001:
0x0002:
0x0003:
0x0004:

0x8058£df5
0x805790f1
0x80587999
0x80591130
0x8058da83

(NtAcceptConnectPort) owned by ntoskrnl.exe
(NtAccessCheck) owned by ntoskrnl.exe
(NtAccessCheckAndAuditAlarm) owned by ntoskrnl.exe
(NtAccessCheckByType) owned by ntoskrnl.exe
(NtAccessCheckByTypeAndAuditAlarm) owned by ntoskrnl.exe

at bf999b80 with|667 entries

0x1000:
0x1001:
0x1002:
0x1003:
0x1004:
0x1005:

0xbf935f7e
0xb£f947b29
0xbf88cab52
0xbf93f6£0
0xb£949140
0xb£f936212

(NtGdiAbortDoc) owned by win32k.sys
(NtGdiAbortPath) owned by win32k.sys
(NtGdiAddFontResourceW) owned by win32k.sys
(NtGdiAddRemoteFontToDC) owned by win32k.sys
(NtGdiAddFontMemResourceEx) owned by win32k.sys
(NtGdiRemoveMergeFont) owned by win32k.sys



Why?

 Unknown !=Boring

 Undocumented by Microsoft
— Alex lonescu (Shatter Attacks, ReactOS, etc)

— Tarjei Mandt (Smashing the Atom, Windows
Hooks of Death, 44 vulns in win32k.sys MS11-034
& MS11-054)

— 2 pages in Windows Internals (~1200 pages)

* Unexplored from a forensics and malware
perspective



Challenges

* Type information only available for Win7
— But we must support XP, 2003, Vista, 2008, 2008 R2
— RE and time extensive

 Many structures are not even available in Win7

— Cool, more RE
— Structure names, sizes, members, member types, etc

* We want Volatility to remain cross-platform

— No PDBs dbghelp-dH

— Must find global variables, list heads, with heuristics



Win32 Suite

14 plugins

VTypes for all 32- and 64-bit Windows profiles
APls (object classes)

~20 new objects

SHOME = volatility/plugins/gui

Released as of today — see Volatility 2.2



Sessions

Represent user logon sessions; container for
orocesses and objects

RDP, Terminal Services, Fast-User Switching
Session 0 isolation since Vista
_EPROCESS.Session

_ MM _SESSION_SPACE

— Sessionld — unique ID

— ProcesslList - EPROCESS (*psxview 2.3-devel)
— ImagelList - IMAGE_ENTRY_IN_LIST

— PageDirectory - MMPTE




Psxview += session, deskthrd

$ python vol.py -f ~/Desktop/memory/WinXPSP3x86/ds_fuzz hidden proc.img psxview

Volatile Systems Volatility Framework 2.3 alpha

Offset(P) Name PID pslist psscan thrdproc pspcdid csrss
0x01a2bl00 winlogon.exe 620 True True True True True
0x01a3d360 svchost.exe 932 True True True True True
0x018al1l3c0 VMwareService.e 1756 True True True True True
0x018e75e8 spoolsv.exe 1648 True True True True True
0x019dbc30 lsass.exe 684 True True True True True
0x0184e3a8 wscntfy.exe 560 True True True True True
0x018af860 VMwareTray.exe 1896 True True True True True
0x0la4bc20 network listene 1696|False Falsel True True True
0x01843b28 wuauclt.exe 1372 True True True True True
0x01a59d70 svchost.exe 844 True True True True True
0x018af448 VMwareUser.exe 1904 True True True True True
0x019f7da0 svchost.exe 1164 True True True True True

[snip]

session deskthrd

True True
True True
True True
True True
True True
True True
True True
True True
True True
True True
True True
True True




Session Memory

* Process memory is private, but-all-processes

Welcome to volshelll Current memory image is:

file:///Volumes/Storage/memory/Win2003SP2x86/active.001

To get help, type 'hh()'

>>> import volatility.plugins.gui.sessions as sessions

>>> import hashlib

>>> kernel_space = self.addrspace

>>> for session in sessions.SessionsMixin().session_spaces(kernel_space):
data = session.obj_vm.zread(0xbc6f2000, 0x1000)
print session.Sessionld, hashlib.md5(data).hexdigest()

1 75d653f333d2cal94e369fed4fa23878e
2 35d50526¢c482d625372a4561ddc326a0

0 620f0b67a91f7f74151bc5be745b7110 <



What’s in session memory?

* win32k!gahti —array of tagHANDLETYPEINFO
* Similar to nt! OBJECT TYPE

4 N

Red = who
Green = where

>>> dt ("tagHANDLETYPEINFO") 4
' tagHANDLETYPEINFO' (16 bytes)

0x0 : fnDestroy [ 'pointer', ['void']]

0x8 : dwAllocTag ['String', {'length': 4}]
Oxc : bObjectCreateFlags ['Flags', {'target':
'unsigned char', 'bitmap': {'OCF_VARIABLESIZE': 7,

'"OCF_DESKTOPHEAP': 4, 'OCF _THREADOWNED': O, 'OCF_SHAREDHEAP': 6,
'OCF_USEPOOLIFNODESKTOP': 5, 'OCF_USEPOOLQUOTA': 3,
'"OCF_MARKPROCESS': 2, 'OCF PROCESSOWNED': 1}}]



USER Object Types

This is the gahti

* TYPE_WINDOW =>tagWND .,
plugin’s output

e TYPE_HOOK =>tagHOOK, etc.....

Session Type Tag fnDestroy Flags
0 TYPE FREE 0x0000000000000000
0 TYPE WINDOW Uswd 0x0000£960000d£660 OCF_DESKTOPHEAP, OCF_THREADOWNED,
OCF_USEPOOLIFNODESKTOP, OCF_USEPOOLQUOTA
0 TYPE MENU 0x0000£960000el5ac OCF_DESKTOPHEAP, OCF_PROCESSOWNED
0 TYPE CURSOR Uscu 0x0000£960000e41a0 OCF_MARKPROCESS, OCF_PROCESSOWNED, OCF_USEPOOLQUOTA
0 TYPE SETWINDOWPOS Ussw 0x0000£960000a92b4 OCF_THREADOWNED, OCF_USEPOOLQUOTA
0 TYPE HOOK 0x0000£9600011e5¢c8 OCF_DESKTOPHEAP, OCF_THREADOWNED
0 TYPE_CLIPDATA Uscb 0x0000£9600010c5ac
0 TYPE CALLPROC 0x0000£9600010c5¢cc OCF_DESKTOPHEAP, OCF_PROCESSOWNED
0 TYPE ACCELTABLE Usac 0x0000£9600010c5¢cc OCF_PROCESSOWNED, OCF_USEPOOLQUOTA
0 TYPE DDEACCESS Usd9 0x0000£9600010c5ac OCF_THREADOWNED, OCF_USEPOOLQUOTA
0 TYPE DDECONV Usda 0x0000£9600014alfc OCF_THREADOWNED, OCF_USEPOOLQUOTA
0 TYPE DDEXACT UsdB 0x0000£9600014a22¢c OCF_THREADOWNED, OCF_USEPOOLQUOTA
0 TYPE MONITOR Usdi 0x0000£9600015a76c OCF_SHAREDHEAP
0 TYPE KBDLAYOUT Uskb 0x0000£96000147c28
0 TYPE KBDFILE Uskf 0x0000£960001477c8
0 TYPE WINEVENTHOOK Uswe 0x0000£9600011£148 OCF_THREADOWNED
0 TYPE TIMER Ustm 0x0000£960000946dc OCF_PROCESSOWNED
0 TYPE INPUTCONTEXT Usim 0x0000£960000dc660 OCF_DESKTOPHEAP, OCF_THREADOWNED
0 TYPE_HIDDATA Usha 0x0000£96000162a34 OCF_THREADOWNED
0 TYPE DEVICEINFO UsDI 0x0000£96000068cd4
0 TYPE TOUCH Ustz 0x0000£9600010c5cc OCF_THREADOWNED
0 TYPE GESTURE Usgi 0x0000£9600010c5cc OCF_THREADOWNED



* win32k! gSharedInfo - tagSHAREDINFO

File

USER Handle Table

IDA - C:\Windows\Syst
Edit
Fﬁ E @ v v

Names window

in32k.sys
Jump Search View Debugger

Baln® B 3 ' @O

4 4 [
13 1

8 x ‘ [Emaview-a B | [ Hexview-a ) | [A] structures ) | Elenums ) | 53

.

Name -
) _gdwNOIOSectionSize
ﬂ _gdwDesktopSectionS
ﬂ _giheCountPeak

ﬂ _giheCount

ﬂ _gihelast

D _gSharedInfo
2l _gpsi

ﬂ _gpblgnoreSleeplnput
_gbPendingSleeplnput
_gPowerDisplayState
_gPowerTransitionsSta—

& _giDimTimeOutMs ~ ~

[ T &

_gshared

Output window
Using FLIRT signature:

Function argument information has been propagated

Options

Windows Help
of ol @ ¥~ #F i X[ D

.data:BFA1CED8
.data:BFA1CBDY?
.data:BFA1CBDA
.data:BFA1CEDB
-.data:BFA1CEDC
.data:BFA1CEDD
-.data:BFA1CBDE
-.data:BFA1CEDF
.data:BFA1CBES®
.data:BFA1CBES
.data:BFA1CBEL
.data:BFA1CBEL
.data:BFA1CBES
.data:BFA1CBES

UNKNOWN BFA1COEO:

_gSharedInfo
dword_BFA1CBEL

dword_BFA1CBES

.data: gSharedInfo

< | "

l

?
?
?
?
?
?
?
?

SEH for vc7/8
Propagating type information...
BFS8FB83AE: propagate_stkargs: function is already typed

The initial autcanalysis has been finished.

Python

AU: idle Down

Disk: 7GB




USER Handle Table

tagSHAREDINFO.psi.cbHandleTable /

>>> dt ("tagSHAREDINFO")
'tagSHAREDINFO' (568 bytes)

0x0 : psi ['pointer64', ['tagSERVERINFO']]
0x8 : ahelist ['pointer64d', [' HANDLEENTRY']]
0x10 : HeEntrySize ['unsigned long']

0x18 : pDispInfo ['pointer64d', ['tagDISPLAYINFO']]
0x20 : ulSharedDelta ['unsigned long long']

Ox28 : awmControl ['array', 31, [' WNDMSG']]

0x218 : DefWindowMsgs [' WNDMSG']

0x228 : DefWindowSpecMsgs ['" WNDMSG' ]

>>> dt ("tagSERVERINFO")

'tagSERVERINFO' (4640 bytes)

0x0 : dwSRVIFlags [ '"unsigned long']

0x8 : cHandleEntries ['"unsigned long long']

0x350 : cbHandleTable ['unsigned long’]



>>> dt (" _HANDLEENTRY")

' HANDLEENTRY' (24 bytes)
0x0 : phead

0x8 : pOwner

0x10 : bType

'choices': {0: 'TYPE FREE',
O0x11 : bFlags

O0x12 : wUnig

Handle Entries

1:

'"TYPE WINDOW', 2:

['pointerocd4', [' HEAD']]
['pointered', ['void']]
['Enumeration', {'target': 'uns

'TYPE_MENU’...[Snip]
['"unsigned char']
['unsigned short']

>>> dt ("_HEAD")

' HEAD' (16 bytes)

0x0 : h

0x8 : cLockObj

>>> dt ("_THRDESKHEAD")
'_THRDESKHEAD' (40 bytes)
0x0 : h

0x8 : cLockObj
0x10 : pti
0x18 : rpdesk

0x20 : pSelf

>>> dt ("_PROCDESKHEAD")

' PROCDESKHEAD' (40 bytes)
0x0 : h

0x8 : cLockObj
0x10 : hTaskWow
0x18 : rpdesk
0x20 : pSelf

['pointered', ['void']]
['unsigned long']

['pointer6d', ['void']]
['"unsigned long']

['pointer64', ['tagTHREADINFO']]
[

[

'pointer64', ['tagDESKTOP']]
'pointer64', ['unsigned char']]
'pointer64d', ['void']]

[

['"unsigned long']

['unsigned long']

['pointer64d', ['tagDESKTOP']]
['pointer6d', ['unsigned char']]

ned char',




Associations

* |f thread owned:
— HANDLEENTRY.phead.pti.pEThread (_ ETHREAD)

* |f process owned:
— HANDLEENTRY.pOwner.Process (_ EPROCESS)
— HANDLEENTRY.phead.pti.ppi.Process



$ python vol.py -f rdp.dmp --profile=Win2003SP2x86 sessions

Sessions Plugin

Volatile Systems Volatility Framework 2.3 alpha

[snip]

hkhkkkkkhkkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhhkhkhkkk

Session (V) :

PagedPoolStart:
Process: 7888
Process: 3272
Process: 6772
Process: 5132
Process: 5812
Process: 3552
Process: 5220
Process: 4576
Process: 5544
Process: 6236
Image:

Image:
Image:

Image:

£f79££000 ID: Processes: 10

bc000000 PagedPoolEnd bc3fffff
csrss.exe 2012-05-23 02:51:43
winlogon.exe 2012-05-23 02:51:43
rdpclip.exe 2012-05-23 02:52:00
explorer.exe 2012-05-23 02:52:00
PccNTMon.exe 2012-05-23 02:52:01
VMwareTray.exe 2012-05-23 02:52:01
mbamgui.exe 2012-05-23 02:52:02
ctfmon.exe 2012-05-23 02:52:02
cmd.exe 2012-05-23 02:52:09
notepad.exe 2012-05-23 03:20:35

O0x8a2feccO0, Address bf800000, Name: win32k.sys
0x877d0478, Address bf9d3000, Name: dxg.sys

0x8albdf38, Address bff60000, Name: RDPDD.dll
0x8771a970, Address bfale000, Name: ATMFD.DLL

RDP or
console user?

What's the purpose
of this?



Cmdscan/Consoles

$ python vol.py -f rdp.dmp --profile=Win2003SP2x86 consoles

ConsoleProcess:| csrss.exe Pid: 7888 | —AJ
Console: 0x4c2404 CommandHistorySize: 50
AttachedProcess:|cmd.exe Pid: 5544|Handle: 0x25c
Cmd #6 at 0xf41b20: ftp xxxxx.com

Cmd #7 at 0xf41948: notepad xxxxx.log

Cmd #8 at 0x4c2388: notepad xxxxx.log

Cmd #9 at 0xf43e70: ftp xxxxx.com

Cmd #10 at 0xf43fb0: dir

Cmd #11 at 0xf41550: notepad xxxxx.log

C: \WINDOWS\system32\xxxxx\sample>ftp xxxxx.com
Connected to xxxxx.com.

220 Microsoft FTP Service

User (XXXXX.COm: (none)): XXXXX
331 Password required for xxxxx.
Password:

230 User xxxxx logged in.

ftp> cd logs

250 CWD command successful.

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
05-22-12 09:34AM <DIR> XXXXX

226 Transfer complete.

ftp: 51 bytes received in 0.00Seconds 51000.00Kbytes/sec.



Window Stations

Security boundary for processes and desktops

Securable objects just like EPROCESS, ETHREAD, KMUTANT,
FILE_OBJECT, etc

VVinStaO is interactive. Name comes from _OBJECT_HEADER

tagWINDOWSTATION
— dwsSessionld — matches session ID
— rpwinstaNext — list of other window stations
— rpdeskList — desktops (i.e. WinStaO\Default)
— iClipSequenceNumber — count of copy & paste
— pGlobalAtomTable — atom table pointer
— pClipBase — tagCLIP array (clipboard handles)

win32k! grpWinStalList but we use PoolScanner (“Wind”)



Clipboard Snooping

Hook SetClipboardData — obvious modification

GetClipboardData loop — can lock clipboard
access

SetClipboardViewer /
AddClipboardFormatListener — not no obvious
but still detectable

Example:
— Copy & Paste from host to guest
— Copy & Paste in host (1 app to another app)



Nirsoft Clipboardic

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window ? X

a=l=R= ceBldhDioeinyl 2z BRI 1(ER|CENEEIE 7
& changelog Enele

i 3 Real characters count 1is added in status bar.

2 4, Fix some memory leaks.

3 5. Add "open all" capacity in finder (for find in files).

4 6. Replaced nppcm with NppShell (in installer).

5 - Dialog to allow change of various settings (cmd : regsvr32 /s /i NppShell.dll)

6 - Context menu icon properly rendered

7 — Incorporate dynamic icon for registered filetypes
) Clipboardic E=E
File Edit View Options Help
R aE A
Filename ~ Added On Type File Size Computer Na... Text
E Clipboardic_WIN-464... 9/11/201212:31:58... Text 2,546 WIN-464MMR...  $ python vol
CIipboardic_WlN-464... 9/11/201212:32:13... WIN-464MMR... 6. Replaced
< | m | »
2 item(s), 1 Selected NirSoft Freeware. http:J/iwww.nirsoft.net

352 chars 364 bytes 7 lines Ln:4 Col:1 Sel:219 (225 bytes) in1 ranges Dos\Windows ANSI INS

[ I




Caught

S python vol.py ~-f memory.dmp ~--profile=Win7SP1x86 wndscan

windowsStation: Ox7ea45d00, Name: WinStal, Next: Ox0

Sessionid: 1, AtomTable: 0x93b107f0, Interactive: True

Desktops: Default, Disconnect, Winlegen

ptiDrawingClipboard: pid - tid -

spwndClipOpen: 0x0, spwndClipViewer: Oxfea5db80 3616 Clipboardic.ex

cNumClipFormats: 4, iClipSerialNumber: 11

pClipBase: Oxfccb2be8, Formats: CF_UNICODETEXT,Unknown choice 8192,CF_TEXT,Unknown choice 197563

$ python vol.py ~f memory.dmp --profile=Win7SP1x86 wintree | grep CLIPBRDWNDCLASS
Volatile Systems Volatility Framework 2.2 alpha
.$10062 explorer.exe:372 CLIPBRDWNDCLASS
.$100f0 explorer.exe:372 CLIPBRDWNDCLASS
.$¥1011e wvmtoolsd.exe:2224 CLIPBRDWNDCLASS
.$1014a SnagIt32.exe:2300 CLIPBRDWNDCLASS
.%$4002c wvmtoolsd.exe:2224 CLIPBRDWNDCLASS
.$10288 notepad++.exe:3140 CLIPBRDWNDCLASS
.$#1032c Clipbeoardic.ex:3616 CLIPBRDWNDCLASS




Desktops

* Container for application windows
e Just like Linux and OSX

— no obvious way to use
— SysiInternals Desktops
— CreateDesktop

— SwitchDesktop




Desktops

* tagDESKTOP

— dwSessionld — matches Session ID

— pDeskInfo — tagDESKINFO contains global hook
info and pointer to foreground window

— rpdeskNext — desktop list

— rpwinstaParent — owning tagWINDOWSTATION
— pheapDesktop —the HEAP

— PtiList — tagTHREADINFO (derive _ETHREAD)



Ransomware

Starts at boot
w/ run ke

e 53
00401828 E8 C3 05 66 68 call sub_481DF @

0040182D E8 4E 2B 66 68 call sub_4084380

006461832 BD BC 11 42 68 mouv ebp, offset unk_4211BC

008401837 55 push ebp

00401838 68 00 00 66 68 push 0

0040183D E8 F4 S5E 66 68 call sub_487736

00401842 A3 5C E6 42 66 mov 1Param, eax

00401847 68 7F 063 OF 0686 push OF037Fh ; duDesiredAccess
0040184C 68 00 066 0O 60 push 0 ; fInherit
00401851 68 47 11 42 068 push offset szWinSta ; "WinStap”
00401856 E8 4D 99 61 60 1 call OpenWindowStationA

0040185B A3 60 E6 42 00 mov hWinSta, eax

00401860 FF 35 60 E6 42 00 push hWinSta ; hwinSta
00401866 E8 43 99 01 00 2 call SetProcessWindowStation

00401868 68 00 OO 0O 60 push 0 ; lpsa

00401870 68 FF 01 BF B0 push OF B1FFh ; dwbDesiredAccess
00401875 68 01 00 060 00 push 1 ; duFlags
0040187A 68 00 00 0O 60 push 0 5 pDPeumode
0040187F 68 00 00 66 60 push 0 ; lpszDevice
00401884 68 10 11 42 86 push offset szDesktop ; "Iy Desktop 2"
00401889 E8 26 99 61 68 3 call CreateDesktopA

0040188E A3 64 E6 42 66 mov hDesktop, eax

00401893 FF 35 64 E6 42 68 push hDesktop ; hDesktop
00401899 E8 1C 99 61 68 q call SetThreadDesktop

0040189E FF 35 64 E6 42 68 push hDesktop ; hDesktop
004018A4 E8 17 99 61 68 call SwitchDesktop

004018A% 68 61 66 C4 B8 5 push 8C4080881h ; int

004018AE 68 21 16 42 86 push offset WindowNJﬁe ; "Anti-Child Porn Spam Protection (18 U.S"...

064018B3 68 EE 62 66 886 push 2EEh ; nHeight



Ransomware

Anti-Child Porn Spam Protection (18 U.S.C. § 2252)

Warning! Access to your computer is limited. Your files has been decrypted.

‘We have detected spam advertises lllegal sites with child

This contradicts kaw and harm other network users and in this case we hove to do next steps:

1. Block access 10 your deskiop.

2. Totally block Safe-Mode and Network.

3. Encrypt your files using Advanced Encryption Standard and 256 and delete source files using DOD 5220.22.
(DOD 5220.22-M I the Department of Defense clearing and sanitizing standard - You cant recover your flles - NEVER).

4.Sent this [ 10 our secure server and delete this from your (you cant get this password -NEVER)

This password Is unique for each computer and stored on our secure server(and then erasing from this server and sending to us) and In each encrypted file.

If you think that you or some can get this from file - this is unreal even for for , b here using
256-bit Advanced Encryption Standard.

To brute-force an AES-256-ECB key In a kni attack, using all possible combinations,on a Cray XE6 with one million Opteron 6282 SE cores,
Itwould take up to ~86,262,862,563,751,221,625,826,507,369,649,000,000,000,000,000,000,000,000 years to complete the known-plaintext attack.

You have only two ways to decrypt your files:
1. Get Paid for decrypt password to us
2.Walt ~66,282,862,563,7561,221,625,626,507,369,649,000,000,000,000,000,000,000,000 years (who thinking that bruteforce can help read about AES onlinel).

Maybe you will remove locker but you have no other ways to decryp! or recover your fes! No one person In the world can not decrypt your files or get the password to decrypt
Forget about the fact that someone will help you

Because your cmmmmummnwmmq You must pay a penalty within 96 hours otherwise we will send report to F81
qummawWMM|m and child mmmmnwmmmmmumm
Pumdfuﬂml‘lnm-lundmowmuW).lmuwhanulumywmmmtmm

To remove lock and decrypt your files you need to do next steps:

1. Buy Moneypak, Paysafecard or Ukash card 1000$ for first 48 hours and 4000$ after first 48 hours.

2. Sand us emall with your Id number and card code (you can use mobile intemat from your cell phone or another PC to send emall).
3. Wait 1-3 hours while we will send you reply email with two passwords to unlock and decrypt your files.

You can buy MoneyPak card al the nearest stores 1, CVS/ Kmar, SevenEleven, Rite Aid or go 10 www.moneypak com to find location stores near you
To find Paysafecard location stores near you visit www.paysafecard. com or Ukash al www.ukash.com

Our Guaranties:
Ifyou dont trust us you can send any one file (no more Smb, jpg, bmp or other picture, not a document) and your Id number to our emall, then we wil decrypt it
and will send you reply with succesefully decrypted file,

Your ID Number and our contacts (please write down this data);
Your Id #: 1074470467 Our special service email: y11220&@gmail.com

' T




Deskscan Plugin

S python vol.py —f ACCFISA.vmem deskscan

Volatile Systems Volatility Framework 2.1 _alpha
[snip]

%k >k %k 3k 5k 5k 3k >k >k sk 3k 5k 5k >k %k >k >k 3k 5k 5k >k >k >k >k 3k 5k 5k >k %k >k >k 3k 5k >k >k %k >k >k %k 5k >k >k %k >k >k %k %k >k *k %k

Desktop: 0x24675c0, Name: WinStaO\My Desktop 2, Next:
0x820a47d8

Sessionld: 0, DesktoplInfo: Oxbc310650, fsHooks: O
spwnd: Oxbc3106e8, Windows: 111

Heap: Oxbc310000, Size: 0x300000, Base: Oxbc310000, Limit:
Oxbc610000

652 (csrss.exe 612 parent 564)
648 (csrss.exe 612 parent 564) Dear
308 (svchost.exe 300 parent 240) svchost.exe,

where are all
your friends?



ACCDFISA

S python vol.py -f ACCFISA.vmem wintree
Volatile Systems Volatility Framework 2.1_alpha

[snip]

%k 3k >k 3k 3k >k 3k 3k 5k 5k 5k 5k 5k 5k 3k ok sk sk sk sk sk sk sk sk >k >k >k >k >k >k 5k 5k 5k 5k >k 5k 5k 5k %k 3k ok ok sk %k %k %k %k k %k k

Window context: 0\WinSta0\My Desktop 2

[snip]

#100e2 csrss.exe:612 -

#100e4 csrss.exe:612 -

#100de (visible) csrss.exe:612 -

.Anti-Child Porn Spam Protection (18 U.S.C. ? 2252) (visible) svchost.exe:300
WindowClass_0

..Send Code (visible) svchost.exe:300 Button

..#100ee (visible) svchost.exe:300 Edit

..Your |d #: 1074470467 Our special service email: securityl1220@gmail.com (visible)
svchost.exe:300 Static

..Your ID Number and our contacts (please write down this data): (visible) svchost.exe:300
Static

..#100e8 (visible) svchost.exe:300 Static



Window Scope / Visibility

Prop
Title: IGoogIe - Microsoft Internet Explorer .
- EnumWindows

Visible: IYes

Location: lMinimized

Size: (160, 31)

Handle: |0003020E

Class: [IEFrame

Top Most  |No |

Tool Window: No |

App Window: INo |

Popup lNo |

ProcessID: 00000244 |

ThreadID:  |00000B54 |

Filename: IC:\ngram Files\Internet Exploreriiexplore.exe I

Program IMicrosoﬂ@ Windows® Operating System |

Description: [Internet Explorer I )

Version: |6.00.2900.5512 [xpsp.080413-2105) | 2
fle Bd optens Hele | company: | Microsoft Corporation |
(=] XQ o 0K

Title  ~ ocation Size Handle Tlass Top Most 100l Win...  App Wir &

m (0,0 (15, 15) 000B0104 DragDetWwndClass Yes Yes Mo
Q (0, 994) (1280, 30) 000CO048  Shell_Traywnd Yes Yes Mo
3 Program Manager (0, 0) (1280, 1... 00D0D3007E Progman Mo Yes Mo
(2 sysinternalsSuite Minimized (160, 31) 000BO124  CabinetwClass Mo Mo Mo 3
M winLister (398, 439) (753, 318) 000601DE  WinListerMain Mo No No 5|
@Google - Microsoft Internet E.. . Minimized (160, 31) 0003020E  IEFrame Mo Mo Mo
Q My Computer Minimized (160, 31) 0004023C  CabinetWClass Mo Mo Mo
G‘Control Panel Minimized (160, 31) 00060240  CabinetWwClass Mo Mo Mo
[™Properties (549,58) (492, 463) 000AD236  #32770 Mo No No u
'A (524, 977)  (70,17) 000300D8  tooltips_class32 Yes Yes Mo v
< Al | 2

11 item(s), 1 Selected



Out of Scope?

memset (&Startupinfo, 0, sizeof (Startupinfo)):;

GetStartupIinfo (&Startupinfo);

Startupinfo.cb = sizeof (StartupiInfo);
StartupInfo.lpDesktop = _T("Winstal\\system temp ");
StartupInfo.wShowWindow = 1;

StartupIinfo.dwFlags = (STARTF_US
ST.

StartupInfo.hStdOutput = hFile;

StartupInfo.hStdError = hfFile;

LPTSTR szDup = _tcsdup(szCmd) ;

if (CreateProcess (NULL, szDup, NULL, NULL,
CREATE_NEW_CONSOLE, NULL, NULL,
&Startupinfo, &Processinfo))

{

if (bwair)

waitForSingleObject (Processinfo.hProcess, INFINITE);



Atoms

* Tables of strings shared between processes

— Direct
e AddAtom and GlobalAddAtom

— Indirect
* Window class names (RegisterClassEx)
* Injected DLL paths (SetWindowsHookEx, SetWinEventHook)
* Registered window messages (RegisterWindowMessage)

* You can’t cover up what you don’t know about



Atoms

>>> dt("_RTL_ATOM TABLE")
' RTL ATOM TABLE' (68 bytes)

0x0 : Signature

0x4 : CriticalSection
Oxc : NumBuckets

0x10 : Buckets

<lambda> at 0x1046fe938>, ['pointer'

>>> dt (" _RTL ATOM TABLE ENTRY")
' RTL ATOM TABLE ENTRY' (16 bytes)

0x0 : HashlLink

[' RTL ATOM TABLE ENTRY']]
Ox4 : HandleIndex

0x6 : Atom

0x8 : ReferenceCount
Oxa : Flags

Oxb : NameLength

Oxc : Name

<function <lambda> at 0x1046feSb0>,

['"unsigned long']

[' RTL CRITICAL SECTION']
['unsigned long']
['array', <function

1

, [' RTL ATOM TABLE ENTRY']]]

[ 'pointer',

[ 'unsigned short']
[ '"unsigned short']
[ 'unsigned short']
[ 'unsigned char']
[ 'unsigned char']
['String', {'length':
'encoding': 'utfle6e'}]



Finding Atoms

Symbols: win32k!UserAtomHandleTable

Members:
tagWINDOWSTATION.pGlobalAtomTable
Pool Scanning

— PoolTag “AtmT”

— Signature “Atom”

FYI ReferenceCount — atoms remain until ref
count == 0 even if creating process terminates



00401347
0040134A
0040134F
08401352
80401355
0046135A
08401358
00401362
00461365
00401368
0040136F
08401375
00401376
8840137C
0040137D
0040137E
0040137F
664013880
00461381
00401382
00401387
6846138C
00406138D
0040138E

mov
mov
mov
lea
mov
push
mov
mov
mov
mov
call
push
push
push
push
push
push
push
push
push
push
push
push
call

Mutihack

[ebp+¥WndClass.hlcon], eax
eax, hInstance
[ebp+UndClass.hInstance], eax
eax, [ebp+WndClass]

edi, offset ClassName ; " *
eax ; 1p¥WndClass
[ebp+¥WndClass.lpfn¥ndProc], offset lpfn¥WndProc
[ebp+WndClass.lpszClassName], edi
[ebp+WndClass.1lpszMenuName], esi
[ebp+UndClass.style], 3

ds:RegisterClassh

esi ; lpParam
hInstance s hInstance
esi : hMenu

esi ; h¥WndParent
esi ; nHeight
esi : nWidth

esi 3 Y

esi ;X

WS _OUERLAPPEDWINDOW ; dwStyle

offset WindowName ; “Windows +n+p”
edi ; lpClassName

esi ; duExStyle
ds:CreateWindowExA



Detecting Class Names

$ python vol.py -f mutihack.vmem atomscan

AtomOfs (V) Atom Refs Pinned Name

[snip]

0xel79d850 0xc038 1 1 OleMainThreadWndClass
Oxel7a7e40 Oxc094 2 0 Shell TrayWnd
Oxel7c34b8 OxcOc4 2 0 UnityAppbarWindowClass
Oxel7c7678 0xc006 1 1 FileName

Oxel7d40a0 OxcOff 2 0

Oxel7d4128 0xc027 1 1 SysCH

Oxel7e78£0 OxcOlc 1 1 ComboBox

0xel7e9070 0xc065 26 0 6.0.2600.6028'!Combobox
Oxel7ec350 Oxcl3e 1 0 Xaml

0xel8119cO0 0xc08c 5 0O OM POST WM COMMAND

[snip]



Clod

e IHTMLDocument2 from an HWND
* Scriptable IE for TAN-grabbing, HTMLI, etc

1000381C hLibModule= dword ptr -18h
1000381C dwResult= dword ptr -14h
1000381C pclsid= CLSID ptr -16h

1000381C

I 1000381C push ebp
1000381D mov ebp, esp
1000381F sub esp, 7Ch

10003822 push esi

10003823 push edi

10003824 push () 5 PuReserved
10003826 call ds:Colnitialize

1000382C push offset LibFileName ; "OLEACC.DLL"
10003831 call ds:LoadLibraryn

10003837 mov [ebp+hLibModule], eax
1000383A cmp [ebp+hLibModule], 8
1000383E jnz short loc_10003847
1
L 4
=
10003847
10003847 loc_10003847:
10003847 mov [ebp+dwResult], @
1000384E push offset alim_html_getobj ; WM HIML GETOBJECT"
10003853 call ds :RegisterWindowMessagef
‘ 10003859 mov [ebp+Msg], eax
1000385C lea eax, [ebp+duResult]
1000385F push eax 5 lpdwResult
10003860 push 1000 ; uTimeout
10003865 push SMTO_ABORTIFHUNG ; fuFlags
10007047 nuch n * 1Dawvam




DLL Injection

lea eax, [ebp+pString]

push offset _sysid ; " sysidés”

push eax ; int

call DecodeString

add esp, BCh

mov ecx, eax

call MoveString

push eax 5 1pName

push ebx ;5 bInitialOwner
push ebx ; lpHutexattributes
call ds:CreateMutexA

lea ecx, [ebp+pString]

mov [ebp+var_668], eax

call _HeapFree

call ds:GetLastError

test eax, eax

jnz short mutex_exists

push ebx ; duThreadld

push [ebp+hmod] ; hmod to C:\WINDOWS\sys \D11.d11

push offset lpannd’roQ; 1pfn
push WH_GETHMESSAGE ; 1dHoolk
call ds:SetWindowsHooKExA

mov ds:hhk, eax 5 LRESULT call lpfnUWndProc{int, WPARAM, LPARAHN)
jmp DLL THREAD ATTACH 1pfnindPr proc near ; DATA XREF:
nCode = dword ptr 4
wParam = dword ptr 8
F 1Param = dword ptr 6Ch
push [esp+1Param] ; 1Param
push [esp+4+wParam] ; wParam
push [esp+8+nCode] ; nCode
push ds:hhk ; hhk
call ds:CallNextHookEx

retn 6Ch
1pfnindProc endp




Detecting DLL Paths

$ python vol.py —-f lagma.vmem atomscan

AtomOfs (V)

Atom Refs

Pinned

Name

0xel000d10
Oxelb55e958
0xel00a308
Oxel518c00
OxelbZ2aa88
Oxedbcb888
Oxellb0250
Oxelf8bc30
Oxe28ed818
0xe2950c98
Oxelld6290
0xell06380
Oxella5090

[snip]

Oxc001
O0xc002
0xc003
Oxc004
Oxclb2
Oxclbe
Oxclcl
Oxclc3
Oxclc7
Oxcl9f
Oxclal
Oxclal
OxclaZz

HF R R R R RPRNDNDNDRRE R

O oo oo oo ococoo+HrPHrRPE R

USER32
ObjectLink
OwnerLink
Native
axelsvc

EEImng:CPreview

srvmgr32

Is this injected
too?

ET\WINDOWS\System32\psbase.dll

BCGP_ TEXT

ControlOfs01420000000000FC
C:\WINDOWS\system32\D1l1l.d1l1l
BCGM ONCHANGE ACTIVE TAB
ControlOfs01EE0000000003C8




The New Mutex

g
InfectionRoutine proc near
arg_6= dword ptr 4 This is one of
push ecx
push esi
push edx
rdtsc
pop edx
mov esi, eax
call GetTickCount
Xor eax, esi
push offset szatomName AASCII "“Sun Nov 16 15:46:54 2668™"
mov ds:duTicks, eax
call GlobalFindAtomA
test ax, ax
jz short create_atom
|1
¥ L 4
w53 [
call ToExitProcess
jmp short loc_342A67[ |create atom: 5 ASCITI "™Sun HNov 16 15:46:54 2068™"
push offset szAtomName
call GlobalAddAtomA

Yy




The New Mutex

int  stdcall Putas Global Atom Hook Thread{int a1)
{
while ( *GlobalFindAtomA{"putas38") )
Sleep({B8xC8u);
if ( Get Netscape DLL() )
{
Hook Netscape PRUWrite();

}

else
{
if {( Null Function{) )
Hook_Wininet WSASend();

}

Hook Wininet Advapi Functions();
return 0;



Windows

 Containers for buttons, scroll bars, text areas
 Visibility, coordinates, Z-Order

* tagWND

— spwnd[Parent|Child | Next] — pointers to related
windows

— rcWindow and rcClient — coordinates

— lpfnWndProc — window procedure function

— pcls — tagCLS window class

— strName — window name passed to CreateWindowEx



Window Name Detection

FindWindow(“Wireshark”) or EnumWindows
GetWindowThreadProcessID
TerminateProcess

— Either wireshark or itself

Remember
the scope!

Smarter malware will use
EnumWindowStations and EnumDesktops also



KAV Shatter Attack

* Disables KAV with PostMessage

_int32 _ cdecl Disable_Kaspersky Antivirus()
{
__int32 result; // eax@1
HUND pwnd; // esi@1
DWORD duwTicks; // eax@2
HKEY hKey; /7 [sp+3Ch] [bp-16h]@2
BYTE Data[4]; // [sp+46h] [bp-Ch]@1
int u5; 7/ [sp+4uh] [bp-8h]@1
char vé; /7 [sp+u8h] [bp-4h]@1

*Data = dword_3447A4;

uv5 = dword_3447A8;

v = byte_3447AC;

result = FindWindowA{ClassName, 0);
pund = result;

if ( result )

{

duTicks = GetTicki:unfl\'

PostMessageA{pund] Bx466u, 0x10891u,|dwTicks);

result = RegCreateKeyA(
HKEY_LOCAL_MACHINE,
“SOFTWAREA\HMicrosoft\\Windows NTA\\CurrentUersion\\Image File Execution Optionsi\avp.exe™,
&hkey);

if { tresult )

RegSetVUalueExA{hKey, "Debugger', O, 1u, Data, 8u);
result = RegCloseKey(hKey);
b
b
return result;

b



Simulation

woid _ stdcall Send_Alt_Ctrl _Delete(int a1)
{
DWORD dwilid; // eax@1
HDESK hDesk; // esi@

duTid = GetCurrentThreadld();
hDesk = GetThreadDesktop(dwiid);
if ( OpenDesktop("Winlogon™) )

{
PostHessageA(HWND_BROADCAST, WH_HOTKEY, o,[oxzeoooau);]
if ( hDesk )
Set_Thread_Desktop(hDesk); .
H if ( stricmp{*(a3 + 4), "EUENTHOUSE"™) )
EXitthread(O); return ﬁ;
} xhuf = 0;
X o= 08;
dy = 8;
dwbata = 0;

v9 = Recv_Data(buf, 16, 8);

if ( v9 == 16 )

{
SetCursorPos{X, dy);
mouse event{xbuf, X, dy, dwbData, @);
return 1;

b




Detecting USB

$ python vol.py —-f stuxnet.vmem windows

Window Handle: #e00e8 at 0xbc940720, Name: AFX64c313
ClassAtom: 0xcll8, Class: AFX64c313

SuperClassAtom: 0xcll8, SuperClass: AFX64c313

pti: Oxele81380, Tid: 1420 at 0x82126bf0

ppi: O0xel63f008, Process: services.exe, Pid: 668
Visible: No

Left: 92, Top: 146, Bottom: 923, Right: 695

Style Flags:

WS_MINIMIZEBOX,WS TABSTOP,WS DLGFRAME,WS BORDER,WS THICKFRAME 6 WS CAPTION,WS_ SYSMENU,WS MAXIMIZEB
OX,WS_GROUP,WS_OVERLAPPED,WS CLIPSIBLINGS

ExStyle Flags: WS_EX LTRREADING,WS EX RIGHTSCROLLBAR,WS EX WINDOWEDGE,WS EX LEFT
Window procedure: 0x13fe695

$ echo "cc(pid = 668); dis(0x13fe695)" | ./vol.py -f stuxnet.vmem volshell
0x13fe695 55 PUSH EBP

0x13fe696 8bec -MOV_FERP _FESP

0x13fe698 817d0c19020000 CMP DWORD [EBP+0xc], 0x219; WM DEVICE CHANGE
0x13fe69f 7514 “JNZ OxI3tebbb

0x13fe6al ££7514 PUSH DWORD [EBP+0x14]

0x13fe6ad ££7510 PUSH DWORD [EBP+0x10]

0x13fe6a7 810000000 CALL 0x13fe6bc



Hooks

e Customize user experience
e Receive notifications of actions
* Record/Playback for CBT training

E WM_KEYDOWN eTarget window

User presses a message procedure
key delivered to target _ + processes the
window's queue message

DLL with hook qM_KEYDQWN Qlook procedure a’arget window

User presses a procedure loads message logs keystroke, __ procedure
key into the target delivered to hook passes 1o target processes the
window's process procedure window message



Message Hooks

e SetWindowsHookEx

 Parameters: thread ID (scope), DLL handle,
function pointer, filter

~ -

ppi50B4677 - =] x|

File Dump Plugin VYiew Help

— X & ws (@)
Functions Messag S| i\
g ;I Handle | Type | Function | Process Path PID | TID |
S * 0x000300d9 WH_MSGFILTER 0x75b67406 CAWINDOWS\system32\csrss.exe 612 3204
Kemel Module {0x002500F3  WH_MSGFILTER 0x75b67406  C:\WINDOWS\system32\csrss.exe 612 2832
¢ 0x000a0155 WH_MOUSE 0x7e2bd077  C:\Program Files\Internet Explorer\IEXPLOR... 580 2900
@ ‘ 0x0012015F WH_KEYBOARD 0x7e33021b  C:\Program Files\Internet Explorer\IEXPLOR... 580 2900
ot - ; ‘ 0x000601b3 WH_KEYBOARD_LL  0x00001910  C:\Documents and Settingsiadministrator\D... 1016 1748
anup ‘0x00420223  WH_MSGFILTER 0x004be173  C:\Program Files\IceSword122entIceSword.exe 2956 3376
=] ‘ 0x001f0247 WH_GETMESSAGE 0x00408070 C:\Program Files\IceSword122en\IceSword.exe 2956 3376
— ‘ 0x00360275 WH_CBT 0x00449360  C:\Program Files\IceSword122eniIceSword.exe 2956 3376
WrADIC v ‘ 0x00010387 WH_CBT 0x004b93fc C:\Program Files\IceSword122eniIceSword.exe 2956 3376
Registry
File a | 2]




Message Hooks

* tagHOOK

— phkNext — pointer to the next hook in the chain

— offPfn — RVA or absolute depending on global
hook

— ptiHooked — identify hooked thread

— rpdesk — identify the desktop in which the hook is
set



$ python vol.py -f lagma.vmem messagehooks --output=block
Volatile Systems Volatility Framework 2.1 alpha

Offset (V)
Session
Desktop
Thread
Filter
Flags
Procedure
ihmod
Module

Offset (V)
Session
Desktop
Thread
Filter
Flags
Procedure
ihmod
Module

MessageHooks Plugin

0xbc693988
0

: WinStaO\Default
. <any>
: WH_GETMESSAGE

HF ANSI, HF GLOBAL
0x1£d9

1
C:\WINDOWS\system32\D11l.d1ll

0xbc693988
0

: WinStaO\Default

1584 (explorer.exe 1624)

: WH_GETMESSAGE

HF ANSI, HF GLOBAL

0x1£fd9

1
C:\WINDOWS\system32\D11l.d1l1l

Global hook executes
function at DII+1fd9



Clipboard

tagWINDOWSTATION.pClipBase
points to an array of these

>>> dt("tagCLIP")
'tagCLIP' (24 bytes)
0x0 : fmt ['"Enumeration', {'targe@ o 'unsigned long',
'choices': {128: 'CF _OWNERDISPLAY', 1: 'CF TEXT', 2: 'CF BITMAP', 3: 'CF METAFILEPICT',
4: 'CF SYLK', 5: 'CF DIF', 6: 'CF TIFF', 7: 'CF OEMTEXT', 8: 'CF DIB', 9: 'CF PALETTE',
10: 'CF _PENDATA', 11: 'CF RIFF', 12: 'CF WAVE', 13: 'CF UNICODETEXT', 14: B

'"CF ENHMETAFILE', 15: 'CF HDROP', 16: 'CF LOCALE', 17: 'CF DIBV5', 131:

'"CF DSPMETAFILEPICT', 129: 'CF DSPTEXT', 130: 'CF DSPBITMAP', 142:
'CF_DSPENHMETAFILE'}}] a a

0x8 : hData ['pointer64d', ['void']]

0x10 : fGlobalHandle ['long']

>>> dt("tagCLIPDATA")
'tagCLIPDATA' (None bytes)
0x10 : cbData ['unsigned int']

0x14 : abData ['array', <function <lambda> at 0x1048e5500>,
['unsigned char']]

$ python vol.py -f rdp.dmp --profile=Win2003SP2x86 userhandles -t TYPE CLIPDATA
Volatile Systems Volatility Framework 2.3 alpha

Object (V) Handle |bType Flags Thread Process
0xe807fe78 0x80073 |TYPE CLIPDATA o @ —-———-——-——- -
0xe834a508 0x40075|TYPE CLIPDATA o  -——————-—- -




Clipboard Plugin

$ python vol.py -f dfrws2008-rodeo-memory.img clipboard
Volatile Systems Volatility Framework 2.1 alpha

Session WindowStation Format Handle Object Data
0 WinSta0 CF_UNICODETEXT 0x4900c3 0xel2a7c98|pp -B -p -o out.pl file
0 WinStaO CF_LOCALE 0x80043 0xel2362d0
0 WinStaO CF_TEXT 0x1l --—————---
0 WinSta0 CF_OEMTEXT 0xl --—-——-——-—-

$ python vol.py -f system.dmp clipboard
[snip]
0 WinSta0 CF HDROP 0x10230131 0Oxelfa6590

Oxelfa659¢ 14 00 00 00 00 00 OO 00 OO0 00 00 00 00 00 00 00 ..........vnn...
Oxelfa65ac 01 00 00 00 43 00 3a 00 5c 00 44 00 6f 00 63 00 ....C.:.
Oxelfa65bc 75 00 6d 00 65 00 6e 00 74 00 73 00 20 00 61 00
Oxelfa65cc 6e 00 64 00 20 00 53 00 65 00 74 00 74 00 69 00
Oxelfa65dc 6e 00 67 00 73 00 5¢c 00 41 00 64 00 6d 00 69 00
Oxelfa65ec 6e 00 69 00 73 00 74 00 72 00 61 00 74 00 6f 00
Oxelfa65fc 72 00 5¢c 00 44 00 65 00 73 00 6b 00 74 00 6f 00
Oxelfa660c 70 00 5¢c 00 6e 00 6f 00 74 00 65 00 2e 00 74 00
Oxelfa66lc 78 00 74 00 00 00 00 00

o ot B -
+0 O H K PO

X R BBB e



GDI Timers

* Like ETIMER/ _KTIMER (see “timers” plugin)
e User-mode GUI threads call SetTimer

e Callback function runs when timer expires
How is this different than:

while(1) {
do_something();
Sleep(amount);



GDI Timers

* tagTIMER
— pti —tagTHREADINFO identifies owner
— spwnd — pointer to window
— nID — unique ID returned by SetTimer
— cmsCountdown — time left (ms)
— cmsRate — initial time (ms)
— pfn — pointer to callback



Setting Timers

Yy

If a process becomes
unhidden, hide it

(™ I <=
loc 482821: ; 1pTimerFunc
push offset TimerFuncHideProcess
push 30008 » UElanse
push 161h ; nID——
push hind ; hun
call ds:SetTimer ; int _ stdcall setTimerForDownloads(int uElapse, LPCSTR szUrl)
Ca].]. Dl"OpDLL setTimerForDownloads proc near

uElapse= dword ptr 4
t_ESt €dX, €ax szUrl= dword ptr 8
jnz short loc_ 40284A

— mov eax, [esp+uElapse]
I I push esi

push [esp+i4+szUrl]

mov esi, ecx

mov ecx, offset dword_488758

mov _guElapse, eax

call _strcpy

mov eax, _gquElapse

imul eax, 1000

push offset TimerFuncHttpDownload ; lpTimerFunc

FH ; uElapse
sh ; nIDEvent
push Wnd 5 hind (__srumgr32)

call ds:SetTimer
mov eax, esi
pop esi

retn 8

setTimerForDownloads endp




$ python
Volatile
Thread

Timers Plugin

vol.py -f lagma.vmem gditimers
Systems Volatility Framework 2.1 alpha
nID Rate (ms)

Process

csrss.exe: 660
explorer.exe:1624
svchost.exe:1064
csrss.exe: 660
explorer.exe:1624
VMwareTray.exe:1760
explorer.exe:1624
VMwareTray.exe:1760
csrss.exe: 660
svchost.exe:1064

lanmanwrk.exe: 920
lanmanwrk.exe:920

explorer.exe:1624
KernelDrv.exe:352
KernelDrv.exe:352
KernelDrv.exe:352

Ox7ffe
0x15
0x7476
0x7£f£fd
0x19
0x0
Oxe
0x11
Oxff£f5
0x0

0x2eb

Oxlé61l

0x0
0x8b
0x8c
0xd

1000
60000
60000
35000
86400000
5000
43200000
60000
100
300000
600000
3000
60000
600000
3000

2000

Countdown (ms)

734
45109
16234
25625

70004672
4859
26805359
45859
100
131234
589578
1578
11922
595359
1359
1359

0xb£f8012b8
0x00000000
0x74£51070
0xbf8£4d9a
0x00000000
0x00000000
0x00000000
0x00000000
0xb£f807d400
0x77532ebb

0x00401£fc8
0x004010aa

0x00000000
0x00404c2b
0x004010aa
0x00410850




Screenshots




Screenshots

virus /Malware: 2




Conclusions

win32k.sys is a great place to spend your
afternoon

DKOM is not impossible but unlikely

The sophistication and capabilities of your
tools must match or exceed that of the
attackers; else you #fail

GUIs are pretty, but pretty limited



The end

* Volatility
— http://volatility-labs.blogspot.com

— http://code.google.com/p/volatility
— @volatility

* Me
— http://mnin.blogspot

— http://www.mnin.org
— @iIMHLv2




